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Tradeoffs in QRNG

Based on N.Brunner, QCrypt2015
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Tradeoffs in QRNG

Based on N.Brunner, QCrypt2015

e Reach upto 68 Gbps

* Need to trust every element

e Side-informationleakage if
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Tradeoffs in QRNG

Based on N.Brunner, QCrypt2015
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A good compromise?

Based on N.Brunner, QCrypt2015
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Our goal!

Based on N.Brunner, QCrypt2015
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Source Device-Independent scenario: the protocol
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PE

Quantum

Side Information [ H, . (X | E )} Alice

e Eve has full control on the source: she and Alice can share any bipartite
sates at each round

e Valid for any set of POVM implemented by Alice

e The POVM are trusted, but don’t need to be ideal

e The key element is the quantum conditional min-entropy, H,,,;,,(X|£):
it takes into account quantum side-information for a single-shot

* Use the Leftover Hashing Lemma to get the secure numbers [1]

[1] M. Tomamichel, IEEE Trans. Inf. Theory, 57, (2011)



Randomness estimation ( for CV systems )
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The amount of private randomness s given by: [ Hpin (X1E) = —1og, (Pyyess (X|€))]

{ Pruess(X1E) = {pl(%z)l,)‘gﬁ}J p(B) max Tr[fp |dB } s.t. Pa =jp([>’)rﬁd,8

J

Represents Eve’s probability of correctly All possible decompositions of Alice state
guessing Alice’s output
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Side Information [Hmzn (X| E ) Alice

The amount of private randomness s given by: [ Hpin (X1E) = —1og, (Pyyess (X|8))]

{ Press(X|E) = {p{rﬁli)r(ﬁ}J p(B) max Tr[ 75 |dp } s.t. pa = j p(B)tpdp

J

Represents Eve’s probability of correctly All possibledecompositions of Alice state
guessing Alice’s output

< X < X
Pyuess(X[E) < {pr(r%ﬁ} p(B) (max. Tr[IT}z,, 1dB —[X}?Vé?,& ’ Tr[IT}z,, ]J

Not useful for projective measurements, but for overcomplete POVM....
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Randomness estimation for Heterodyne detection

1
Heterodyne POVM = [] = —|a){(«|
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Overcomplete set POVM, projectionon coherent states
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Randomness estimation for Heterodyne detection
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The overlap of the POVM introduces randomness! ®




Randomness estimation for Heterodyne detection

1
Heterodyne POVM = [] = —|a){(«| ,
T r Eve’s state

Overcomplete set POVM, projectionon coherent states Projectedstate
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The overlap of the POVM introduces randomness! ®
Pruess(X1€) < _max_ Tr[lF, ) ~Tr{laXalz, ] (@) ==
r = — = = —
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[1]

Q,(a) Isthe HusimiQ-Functionand is alwaysbounded 0 < Q,(a) <

[1] U. Leonhardt, Measuring the Quantum State of Light



Randomness estimation for Heterodyne detection
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X, TwEH 4 aTwEH A TT a,TwEH 4

[Pguess(Xlg)S max Tr[lljt, ] = max lTl‘[ld)(alrw]= max Qrw(a)=l}

Qp (a) Isthe HusimiQ-Function and is always bounded 0 < Q, (a) < % [1]

Taking into account finite measurement resolutionin the phase space

OP 6
[ PgueSS(Xlg) = L > Hpin (X|E) = log, (5P7T5Q) }

T

[1] U. Leonhardt, Measuring the Quantum State of Light




Key differences

X =010---
Raw
Numbers

PE
Quantum
Side Information ‘§

Hpin (X]1E) = log, (ﬁ)

* No input randomnessrequired!
* Randomness doesn’tdepend on the measured statistics.
The structure of the POVM allows to bound the randomness a priori.
e Great simplificationfor real-time extractors
* Single-shot entropy measure + no estimations ——— no finite size effects

T. Lunghi et al., Phys. Rev. Lett., 114, 150501, (2015).

[1]




The experimental implementation

. Re(a) [H in(X|E) = log < - )]
i min 2

90° Hybrid o -
LO DJ

- Sm(a) ’
Bs 1% =7 Sm(a) & .

Mg Untrusted Balanced - Extractor
=3 Source

Detectors Z=01010100001

e The sourceisuntrusted: we use the simplest, the vacuum |0)

* The heterodyne detection (or double homodyne) samples the two
quadratures using a reference Local Oscillator (LO): 1550 nm ECL laser

 The LO is measured in real-time to compensate for fluctuation

» Fordetection, two balanced InGaS detectors (1.6 GHz BW ) are

e The two quadrature RF signals are digitalized by an 10 bit 4Ghz Oscilloscope at
10 Gsps in burst mode, then filtered

e Electronic noise is treated as noise on the source: not trusted

e Finally, a a Toeplitz Randomness Extractor calibrated on the min-entropy is
used to extract the secure numbers

4__



Results

Secure generation rate:
Resolution: 10-bit §Q = (14,05 + 0,02) -
1073,6P = (14,14 4+ 0,02) - 1073

Probability
&) -9

o
§

Min-entropy: H,,,;,(X|E) = 13,949 bits per sample

Im(a)

Effective sampling rate: 1.25 GSps

Re(a)

Securerate:R > 1,25-10° - H,,;;,, (X|E) bits [ R > 1742 Gbps ]

__4_




Conclusions & Outlook

Theory:

 We have proposeda new Source Device-Independent protocolvalid for
any Discrete and Continuous variable POVM

e The protocoldoesn’t require any external randomness

e Security doesn’t depend on the measured data

* Non-asymptotic

Experiment:

e Simple experimental setup

e Used only commercial off-the-shelves components

* Performanceare almoston par of the best Trusted QRNG

Outlook:
e Real-timefiltering and extraction
 Weaken the assumptionson the measurements

—



Thank you for the attention!

Secure heterodyne-based quantum random number
generator at 17 Gbps
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Calibration

Calibrationis necessary to link the measured variances in Volts to the
quantities in the phase space

Channel 1
T —— Channel 2

=
N
o

The relation is given by

'_I
o
o

2
g2 = Ov 80
4 k.PLO
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Signal variance (mV~"2)

N
o

Where k is the angular coefficient
given by the linear regression,

while the intercept is linked to the 00 05 10 15 20 25 30 35 40
Optical Power (mW)

N
o
1

electronic noise and is not trusted

In our case:
2 ,V?
my; = (2.783 + 0.005 - 10—2W) mp = (2.748 £ 0.004 - 107" 77)

q; = (1.526 + 0.005 - 10-5 VZ) q, = (1.419 + 0.004 - 107> V2




Filtering & Autocorrelation

The electric signals coming from the 100 PSD with and without LO
balanced detectors are sampled at 10 GSps -1z T noutio
—— carrier: 875MHz
and digitally filtered using a brick-wall ~140- .L extracted spectrum
_ . - mm.., L | L
filter. R i)
S 180 1 ’l ! : "fv-vw»-w«.m
[a)] i
. 2 — - | || i
We keep a 1.25 GHz window centered 200 r|| |] HNM‘““‘ \
around 875 MHz to improve the SNR. ~2201 “ l"umﬁ m bk
The gap is always higher than 9.6 dB 407
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0005 i 2‘:(62) Filtering in the spectral domain induces
0.000 | flfbomset s et ——————r correlation in the time domain, as

§ 00051} expected from Wiener-Khinchin
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. — T Exiracted Correlationis removed, downsampling

o] ML e ||"f"..‘ v JE ,,M ,u i M ; “ l i at 1.25 GSps, matching the first zero of

s U1} ex the autocorrelation
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Finite resolution POVM

Every practical Heterodyne POVM has a finite resolution:
T 6 _ (m+1)5q (n+1)6p —~

— o)
Pruess(X1€) = max [ p(8) max Te[11,p |ap

Is a well defined probability....
In the limit 5,6, — 0 we get the differential quantum min-entropy

Rmin (X|€) = 5 lgrn_w[Hmin (X1€) + log, (5q5p)
q=p

Dguess (X1€) = 2 min(X|€)

Which is a probability density function

—



Guessing Probability

The expression of the guessing probability is equivalent to the one introducedin[1]
d
Pguess(xlg) = r{%ai( z PX(x)Tr [(Eﬂ)pg]
B X

Intuitively, the states 73 can be seen as the reduced post-
measurement states that Eve sends to Alice after having applied her
POVM Ej on the bipartite state

s Tre|(14 ® Ep)pa]
d Tr [(1A 034 Eﬁ)pAE]

[1] R. Koniget al, IEEE Transactions on Information theory 55.9 (2009) —




Side-Information

|HaHg)+|VaVE)
2| ' PBS H)

%
O—0—0- 'O—Oh
PAE
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Y
01000101011

1 Z=010001010" 1 Z=010001010"

Trusted model Eve controls the source

They have the same output statistics, and Alice cannot distinguish
between the two

The privacy of the random numbers is completely compromised!

—
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